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InfoSec

Classification Sensitive

Non Sensitive

Proprietary-Internal Only

Public

Information that is less sensitive
than Confidential information, but
that, if exposed to unauthorized
parties, may have an adverse impact
on the finances, operations, or
reputation of the University.
Examples include internal memos
meant for limited circulation, draft

Information that is
generally available to the
public, or that, if it was to
become available to the
public, would have no
material adverse effect
upon the finances,
operations, or reputation of

documents or comments prior to the University.
public release. All University data is
considered “Proprietary” unless
otherwise documented.
Integrity Medium Low

Electronic: Storage: Secured Storage: General Storage
Controls: Access controls, Controls: Anti-virus and
authentication, approvals or RBAC general protection
(role based) access and file mechanisms and monitor-
protection mechanisms (IDS, ing. Limited or no access
antivirus). Mobile devices must controls, authentication or
utilize approved encryption. University access
Moderate audit logging and restrictions
monitoring. Segregation of duties,
SDLC, Change Management, secure
coding.

Hardcopy:
Storage and Controls: Secured, struapgs  sil Control.s :
recommend locked storage when not ezl stora.ge.when notin
. use. No restrictions.
in use.

Availability Medium - 12x5, Tape or HA | Low

Electronic: Service Level Agreement with Change Management
custodian, Change Management controls, monitoring, Patch
controls, Cross training of support Mgt., Anti-virus, Backup,
personnel, Monitoring, Patch Best effort or not
Management, Anti-virus, Backup, recoverable off-site
Tape or HA recovery and
recoverability off-site.

Hardcopy: Recommended copy stored off-site No restrictions.

Proprietary-Internal Use Only




